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Connect & Monitor

• Know if your assets are 

operational

• Know if your assets are healthy

• Know if your assets have been 

stolen

• Known where your assets are

• Know what tools, parts and 

expertise to send to fix them

The IoT 

Customer 

Journey



Analyze & Improve

• Know if your assets are in an 

optimal state

• Know exactly when to service 

your assets based on their 

unique needs

• Know how your customers are 

using your assets

• Know how to improve future 

generations of physical assets

The IoT 

Customer 

Journey



The IoT 

Customer 

Journey

Transformation

• Introduce new business models

• Uptime guarantees

• Device as a Service

• Introduce new product lines 

based on deep insights

• Partner with other companies 

on insights about your assets



IoT projects can be complex

Time-consuming to 

stand up

Hard to scaleIncompatible with 

current infrastructure

Difficult to maintain 

cohesive security





ActionsThings Insights



Azure
IoT Suite

Get started in minutes and
customize to meet your needs

Cortana
Intelligence Suite

Transform data action with one
comprehensive offering

Microsoft
Dynamics 365

Enable your organization to grow,
adapt and evolve  the needs of 

your customers 

All open, extensible, scalable & secure



Device Connectivity & Management

Data Ingestion and Command & Control

Stream Processing & Predictive Analytics

Workflow Automation and Integration

Dashboards and Visualization

Preconfigured Solutions

Predictive 

Maintenance

Remote Monitoring 



Accelerate time to value with preconfigured solutions

Modify existing rules and alerts

Fine-tuned to specific assets and processes

Integrate with back-end systems

Highly visual for your real-time operational data

Get started in minutes

Add your devices and begin tailor to your needs







From endpoint to insight to action, across the enterprise, and around the world

Built on the industry’s leading cloud

Magic Quadrant Leader, Analytics Platforms and Business Intelligence

Secure
End-to-end

From the endpoint, through the 
connection, to data, 
applications, and the cloud

Open
Connect anything

Any device, OS, data source, 

software, or service

Scalable
Grow effortlessly

Millions of devices, terabytes of 

data, on-premises, in the cloud, 

in the most regions worldwide

Fast
Start in minutes

Preconfigured solutions for the 

most common IoT scenarios

ActionsThings Insights



AZURE REGIONS

• 36 Regions Worldwide

• Hyperscale, Hybrid, On-Prem

• Largest Compliance Portfolio 
in the Industry

• Enterprise-Grade Security

• Rich, Open Ecosystem





From insight to 
action with 

Connected Field 
Services

Better consumer 

experience and

improved store 

operations

End-to-end 
industrial IoT, for the

public sector

Increase sales, 

improve service,

and reduce 
costs

Real-time 
diagnostics and 

proactive 
maintenance



Microsoft HoloLens is the first fully self-contained, 

hands free holographic computer, enabling you to 

interact with high-definition holograms in your world.

In initial trials by thyssenkrupp elevators, use of HoloLens 

has reduced the average length of thyssenkrupp’s service 

calls by 4X.



Security Program 

for Azure IoT

Matchmaking with IoT 

security auditors

• Access to world class 

security auditors

• Actionable audits to 

ensure robust security

Azure IoT Hub 

Device Mgmt.

Cross platform and 

fully extensible at scale

• Easy to manage 

software, firmware, 

configuration

• Any device, any 

operating system, any 

scale

Azure IoT

Gateway SDK

Cross platform and 

open source

• Easy to incorporate 

field gateways in IoT

topologies

• Edge-based security 

isolation, protocol 

translation, local 

processing for IoT 

devices

Azure IoT

Device Catalog

Easily discover Azure 

IoT compatible devices

• Easily search for 

offerings from over 

100 partners and

175 devices manf., 

and growing

Azure IoT Hub 

Routing

Simple, powerful, 

declarative

• Declarative rules to 

controls routes for 

device to cloud 

messages

• No need to write 

custom code 

anymore



Security Program 

for Azure IoT

Matchmaking with IoT 

security auditors

• Access to world class 

security auditors

• Actionable audits to 

ensure robust security

• We provide comprehensive security guidance

• Customers and partners want to know if they followed it 

correctly

• Matchmaking with security auditors

• Hand selected & trained on Azure IoT

• Perform deep security audit and recommend fixes

• Also producing an IoT security maturity model

• What to use when

• Will work with standards bodies to standardize



Azure IoT Hub 

Device Mgmt.

Cross platform and 

fully extensible at scale

• Easy to manage 

software, firmware, 

configuration

• Any device, any 

operating system, any 

scale

Existing IoT DM 

Standard

• Customer 

leveraging 

established M2M-

IoT standards such 

as LWM2M

Propertary IoT

DM 

• OEM, ISV, or SI 

desiring to meet the 

needs of their own 

proprietary device 

management 

systems

Fit-for-Purpose 

IoT DM

• Customer desiring a 

turnkey  IoT solution 

that “just works” 

with minimal up-

front investment

Established 

Enterprise IT DM

• Existing corporate IT 

dept. tasked with 

extending their 

device purview to 

handle an IoT

deployment

Diverse Device Management Needs



Azure IoT Hub 

Device Mgmt.

Cross platform and 

fully extensible at scale

• Easy to manage 

software, firmware, 

configuration

• Any device, any 

operating system, any 

scale

New IoT Hub Building Blocks

Device Twin

• Enables synchronization of desired and reported properties 
between cloud and device

Methods

• Enables interactive device actions 

Jobs

• Enables the broadcast and scheduling of twin changes and 
methods at scale 

Queries

• Enables dynamic reporting to attest device compliance



Azure IoT Hub 

Device Mgmt.

Cross platform and 

fully extensible at scale

• Easy to manage 

software, firmware, 

configuration

• Any device, any 

operating system, any 

scale

Device

Properties

Desired

Reported

IoT Hub

Device Twin

Tags

Methods

Telemetry

Properties

Desired

Reported

Telemetry 

channel

Cloud owned, 

device visible

Device owned, 

cloud visible

Cloud owned, device 

metadata

Cloud initiated C2D 

with response

Commands
Cloud initiated C2D 

message

Methods



Azure IoT Hub 

Device Mgmt.

Cross platform and 

fully extensible at scale

• Easy to manage 

software, firmware, 

configuration

• Any device, any 

operating system, any 

scale

IoT Hub

Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin
Device 

Twin

Jobs

Schedule and Broadcast 

Device Twin Changes

Set Desired Properties, 

Tags, Call Methods

Queries

Query Across 

Device Twin State

For Business Logic, 

Reporting and 

Compliance



Azure IoT Hub 

Device Mgmt.

Cross platform and 

fully extensible at scale

• Easy to manage 

software, firmware, 

configuration

• Any device, any 

operating system, any 

scale

Azure IoT Device Management Libraires

Guidance and open source libraries for the following actions:

• Firmware Update

• Apply supplied firmware image on a device

• Reboot

• Initiate a restart on a device

• Factory Reset

• Revert to initial factory image and configuration on a 
device

• Configuration

• Use of twin properties to configure behavior on a 
device



Azure IoT Hub 

Routing

Simple, powerful, 

declarative

• Declarative rules to 

controls routes for 

device to cloud 

messages

• No need to write 

custom code 

anymore

Matchmaking with IoT 

security auditors

Azure IoT Message Routing

• Declarative rules set on IoT Hub

• Uses SQL based query language for matching message 
headers on inbound telemetry

• Automatically route messages that match to different 
endpoints

• Azure Event Hubs

• Azure Service Bus Queues and Topics

• Azure Functions

• Azure Data Lake

• More



Azure IoT

Gateway SDK

Cross platform and 

open source

• Easy to incorporate 

field gateways in IoT

topologies

• Edge-based security 

isolation, protocol 

translation, local 

processing for IoT 

devices

• Functionality divided into modules

• Each module performs an action

• Chain of modules can be thought of as a data processing pipeline, 
solving an end to end scenario

Connect a legacy device 

(upload telemetry from a device that does not speak an internet 

ready protocol) 



Azure IoT

Device Catalog

Easily discover Azure 

IoT compatible devices

• Easily search for 

offerings from over 

100 partners and

175 devices manf., 

and growing


